
......................................................................................................................................

GUMS v.0.7

Project Documentation

......................................................................................................................................

BNL siteAAA 16 October 2004 01:19 EDT





Table of Contents
......................................................................................................................................

1 Manual
1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Installation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.3 Logging . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

1.3.1 Logging implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.4 Configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

1.4.1 gums.config . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

1.4.2 db.properties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

1.4.3 hosts.conf . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

1.5 Commands . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

1.6 FAQ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

1.7 Changes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

T A B L E O F C O N T E N T S i

© 2 0 0 3 B N L S I T E A A A • A L L R I G H T S R E S E R V E D



TABLE OF CONTENTS ii

© 2 0 0 3 B N L S I T E A A A • A L L R I G H T S R E S E R V E D



1.1 Introduction
......................................................................................................................................

Introduction

What is GUMS?

GUMS past, present and future
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1.2 Installation
......................................................................................................................................

Pre-requites

Prepare the database

CREATE DATABASE GUMS_0_6_1;

GRANT ALL
ON GUMS_0_6_1.*
TO gums@'<gumsserver.site.gov>' IDENTIFIED BY '<password>';

GRANT SELECT
ON GUMS_0_6_1.*
TO gums@'%.site.gov' IDENTIFIED BY '<readPassword>';

USE GUMS_0_6_1;

CREATE TABLE User (
userID INTEGER AUTO_INCREMENT PRIMARY KEY,
userDN VARCHAR(255) NOT NULL,
registrationDate DATETIME NOT NULL,
removalDate DATETIME DEFAULT NULL,
userGroup VARCHAR(255) NOT NULL

);

CREATE TABLE UserAccountMapping (
mappingID INTEGER NOT NULL,
userDN VARCHAR(255) DEFAULT NULL,
account VARCHAR(31) NOT NULL,
startDate DATETIME DEFAULT NULL,
endDate DATETIME DEFAULT NULL,
userGroup VARCHAR(255) NOT NULL

);

CREATE TABLE HostGridMapfile (
mapfileID INTEGER AUTO_INCREMENT PRIMARY KEY,
hostname VARCHAR(255) NOT NULL,
mapFile MEDIUMTEXT NOT NULL

);
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Preparing java

[root@gums root]# java -version
java version "1.4.2_04"
Java(TM) 2 Runtime Environment, Standard Edition (build 1.4.2_04-b05)
Java HotSpot(TM) Client VM (build 1.4.2_04-b05, mixed mode)

Install the server

[root@gums root]# rpm -Uvh gums-server-cli-0.6.1-build200408101627.noarch.rpm
Preparing... ########################################### [100%]
1:gums-server-cli ########################################### [100%]

[root@gums root]# cd /opt/gums
[root@gums gums]# ls
etc lib sbin var

db.properties

[root@gums gums]# cat etc/db.properties.example
jdbc.driver = com.mysql.jdbc.Driver
jdbc.url = jdbc\:mysql\://mysql.database.org/GUMS
user = gums
password = passwd

1 . 2 I N S T A L L A T I O N 4
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gums.config

<?xml version="1.0" encoding="UTF-8"?>
<gums>
<persistanceFactories>
<persistenceFactory name='mysql'

className='gov.bnl.gums.MySQLPersistanceFactory' />
</persistanceFactories>
<groupMappings>
<groupMapping name='atlas'>

<userGroup className='gov.bnl.gums.LDAPGroup' server='grid-vo.nikhef.nl'
query='ou=People,o=atlas,dc=eu-datagrid,dc=org' persistanceFactory='mysql'
name='atlas' />

<accountMapping className='gov.bnl.gums.GroupAccountMapper2'
groupName='usatlas1' />

</groupMapping>
</groupMappings>
<hostGroups>
<hostGroup className="gov.bnl.gums.WildcardHostGroup" wildcard='*.mysite.org'

groups='atlas' />
</hostGroups>

</gums>

hosts.conf

Testing the server

[root@gums gums]# ./sbin/gums-updateGroups

[root@gums gums]# ./sbin/gums-generateGridMapfile -n machine.mysite.org
#---- members of vo: atlas ----#
"/C=AT/O=UIBK/OU=HEPG/CN=Reinhard Bischof/Email=reinhard.bischof@uibk.ac.at"

1 . 2 I N S T A L L A T I O N 5
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usatlas1
"/C=CA/O=Grid/OU=lps.umontreal.ca/CN=Georges Azuelos" usatlas1
"/C=CA/O=Grid/OU=lps.umontreal.ca/CN=Rashid Mehdiyev" usatlas1
"/C=CA/O=Grid/OU=lps.umontreal.ca/CN=Wen Chao Chen_01/Email=chen@lps.umontreal.ca"
usatlas1
"/C=CA/O=Grid/OU=phys.ualberta.ca/CN=Bryan L Caron" usatlas1
"/C=CA/O=Grid/OU=phys.uvic.ca/CN=Ashok Agarwal" usatlas1
"/C=CA/O=Grid/OU=physics.carleton.ca/CN=Wade Hong" usatlas1
"/C=CA/O=Grid/OU=physics.utoronto.ca/CN=Leslie Groer" usatlas1
"/C=CA/O=Grid/OU=physics.utoronto.ca/CN=Rachid Mazini" usatlas1
...

[root@atlasgrid13 gums]# ./sbin/gums-mapfileCache-refresh

Install the client

[root@gums root]# rpm -Uvh gums-client-0.6.1-build200408101627.noarch.rpm
Preparing... ########################################### [100%]
1:gums-client ########################################### [100%]

db.properties

[root@gums gums]# cat etc/db.properties.example
jdbc.driver = com.mysql.jdbc.Driver
jdbc.url = jdbc\:mysql\://mysql.database.org/GUMS
user = gums
password = passwd

Testing the client

[root@machine root]# /opt/gums/bin/gums-mapfileCache-retrieve

1 . 2 I N S T A L L A T I O N 6
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#---- members of vo: atlas ----#
"/C=AT/O=UIBK/OU=HEPG/CN=Reinhard Bischof/Email=reinhard.bischof@uibk.ac.at"
usatlas1
"/C=CA/O=Grid/OU=lps.umontreal.ca/CN=Georges Azuelos" usatlas1
"/C=CA/O=Grid/OU=lps.umontreal.ca/CN=Rashid Mehdiyev" usatlas1
"/C=CA/O=Grid/OU=lps.umontreal.ca/CN=Wen Chao Chen_01/Email=chen@lps.umontreal.ca"
usatlas1
"/C=CA/O=Grid/OU=phys.ualberta.ca/CN=Bryan L Caron" usatlas1
"/C=CA/O=Grid/OU=phys.uvic.ca/CN=Ashok Agarwal" usatlas1
"/C=CA/O=Grid/OU=physics.carleton.ca/CN=Wade Hong" usatlas1
"/C=CA/O=Grid/OU=physics.utoronto.ca/CN=Leslie Groer" usatlas1
"/C=CA/O=Grid/OU=physics.utoronto.ca/CN=Rachid Mazini" usatlas1
...

Problems?

1 . 2 I N S T A L L A T I O N 7
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1.3 Logging
......................................................................................................................................

Log

Administrator's log

Developer's log

Site security log
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1.3.1 Logging implementation
......................................................................................................................................

Log implementation

Administrator's log
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Developer's log

Site security log
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1.4 Configuration
......................................................................................................................................

Configuring GUMS
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1.4.1 gums.config
......................................................................................................................................

gums.config

<gums>
<persistanceFactories> <!-- with the 'a', it's a typo in the code: next release

will be fixed -->
<persistenceFactory/> <!-- with the 'e', no type here -->

</persistanceFactories>

<groupMappings>
<groupMapping>

<userGroup/>
<accountMapping/>

</groupMapping>
<groupMapping>

<userGroup/>
<compositeAccountMapping>
<accountMapping/>
<accountMapping/>
<accountMapping/>

</compositeAccountMapping>
</groupMapping>
...

</groupMappings>

<hostGroups>
<hostGroup/>

</hostGroups>
</gums>

1 . 4 . 1 G U M S . C O N F I G 12
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persistanceFactories

<persistanceFactories>
<persistenceFactory name='mysql'

className='gov.bnl.gums.MySQLPersistanceFactory' />
</persistanceFactories>

persistenceFactory

Attribute Description Examples

name The name that will be used by the other
components to refer to this
persistenceFactory.

mysql
files
ldap

className The class that is going to provide the
implementation for the persistence layer. It
must implement
gov.bnl.gums.PersistanceFactory.

gov.bnl.gums.MySQLPersistanceFactory
org.mysite.HRDatabaseFactory

gov.bnl.gums.MySQLPersistanceFactory

<persistenceFactory name='mysql'
className='gov.bnl.gums.MySQLPersistanceFactory' />

groupMappings

groupMapping

1 . 4 . 1 G U M S . C O N F I G 13
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Attribute Description Examples

name The name that will be used by the other
components to refer to this
persistenceFactory.

atlas
star
phenix

userGroup

Attribute Description Examples

className The class that is going to provide the
implementation for the user group. It must
implement gov.bnl.gums.UserGroup.

gov.bnl.gums.LDAPGroup
gov.bnl.gums.VOMSGroup
gov.bnl.gums.ManualGroup

gov.bnl.gums.LDAPGroup

Attribute Description Examples

server The LDAP server from which to retrieve the
information

grid-vo.nikhef.nl

query The query to be used on the server. ou=usatlas,o=atlas,dc=eu-datagrid,dc=org
ou=People,o=atlas,dc=eu-datagrid,dc=org

persistanceFactory The persistence layer to be used to store
locally the list of users.

grid-vo.nikhef.nl

name The name of the cache within the persistence
factory. Refer to the specifics of the
persistence factory itself.

ou=usatlas,o=atlas,dc=eu-datagrid,dc=org
ou=People,o=atlas,dc=eu-datagrid,dc=org

compositeAccountMapping

1 . 4 . 1 G U M S . C O N F I G 14
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accountMapping

Attribute Description Examples

className The class that is going to provide the
implementation for the mapping. It must
implement gov.bnl.gums.AccountMapping2.
(The '2' comes out of the evolution in GUMS
code; it will be taken away in the next
refactoring step).

gov.bnl.gums.ManualAccountMapper2
gov.bnl.gums.NISAccountMapper2
gov.bnl.gums.AccountPoolMapper2
gov.bnl.gums.GroupAccountMapper2

hostGroups

hostGroup

Attribute Description Examples

className The class that is going to provide the
implementation for the hostGroup. It must
implement gov.bnl.gums.HostGroup.

gov.bnl.gums.WildcardHostGroup

groups A list of groupMappings, in the order of
preference. To determine which group should
be used for a particular user, GUMS will start
from the beginning of the list until it finds a
match. Therefore, if there would be more than
one match (i.e. a user is part of more groups)
the first one in the list is used.

group1,group2

gov.bnl.gums.WildcardHostGroup

1 . 4 . 1 G U M S . C O N F I G 15
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Attribute Description Examples

wildcard The wildcard for the set of hosts to be
included. The wildcard is a string where * can
be substituted with any character, except '.'.
That is, *.bnl.gov wouldn't match
myhost.usatlas.bnl.gov.

myhost.mysite.org
atlas*.mysite.org
*.atlas.mysite.org

<hostGroup className="gov.bnl.gums.WildcardHostGroup"
wildcard='*.usatlas.bnl.gov' groups='gridex,sdss,uscms,usatlasGroup,btev,ligo,ivdgl'
/>

1 . 4 . 1 G U M S . C O N F I G 16
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1.4.2 db.properties
......................................................................................................................................

db.properties

jdbc.driver = com.mysql.jdbc.Driver
jdbc.url = jdbc\:mysql\://hostname/GUMS
user = gums
password = mypass

1 . 4 . 2 D B . P R O P E R T I E S 17
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1.4.3 hosts.conf
......................................................................................................................................

hosts.conf

grid01.mysite.org
grid02.mysite.org
testgrid.mysite.org
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1.5 Commands
......................................................................................................................................

List of commands

Server side

gums-cron-updateGroups

gums-generateGridMapfile

usage: gums-generateGridMapfile [-n hostname] [-f filename]
Create a grid-mapfile for a specified host.
Options:
-n,--name the hostname for which to generate the grid-mapfile;

localhost by default
-f,--file saves in the specified file; prints to the console by

default
-h,--help print this message

[root@atlasgrid13 sbin]# ./gums-generateGridMapfile -n atlasgrid10.usatlas.bnl.gov
#---- members of vo: usatlas ----#
"/C=CH/O=CERN/OU=GRID/CN=Frederik Orellana 5894" usatlas1
"/C=CH/O=CERN/OU=GRID/CN=Michela Biglietti 4798" usatlas1
"/C=CH/O=CERN/OU=GRID/CN=Shulamit Moed 9840" usatlas1
"/C=PT/O=UP/OU=FE/CN=Miguel Branco/Email=msbranco@fe.up.pt" usatlas1
"/DC=org/DC=doegrids/OU=People/CN=Alden Stradling 409738" usatlas1
"/DC=org/DC=doegrids/OU=People/CN=Alexandre V Vaniachine 778117" usatlas1
"/DC=org/DC=doegrids/OU=People/CN=Ambreesh Gupta 104392" usatlas1
"/DC=org/DC=doegrids/OU=People/CN=Catalin Lucian Dumitrescu 766712" usatlas1
"/DC=org/DC=doegrids/OU=People/CN=Daniel Levin 43685" usatlas1
"/DC=org/DC=doegrids/OU=People/CN=Dantong Yu 542086" usatlas1
"/DC=org/DC=doegrids/OU=People/CN=David Adams 268704" usatlas1
"/DC=org/DC=doegrids/OU=People/CN=Davide Costanzo 130939" usatlas1
"/DC=org/DC=doegrids/OU=People/CN=Denis Oliveira Damazio 383391" usatlas1
...

1 . 5 C O M M A N D S 19
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gums-manualGroup-add [persistanceFactory] [manualGroupName] [UserDN]

...
<userGroup className='gov.bnl.gums.ManualUserGroup' persistanceFactory='mysql'

name='myGroup' />
...

[root@atlasgrid13 sbin]# gums-manualGroup-add mysql myGroup
"/DC=org/DC=doegrids/OU=People/CN=Gabriele Carcassi"

gums-manualGroup-remove [persistanceFactory] [manualGroupName] [UserDN]

...
<userGroup className='gov.bnl.gums.ManualUserGroup' persistanceFactory='mysql'

name='myGroup' />
...

[root@atlasgrid13 sbin]# gums-manualGroup-remove mysql myGroup
"/DC=org/DC=doegrids/OU=People/CN=Gabriele Carcassi"

gums-manualMapping-add [persistanceFactory] [manualMappingName] [UserDN] [account]

...
<accountMapping className='gov.bnl.gums.ManualAccountMapper2'

persistanceFactory='mysql' name='bnlMapping' />
...

[root@atlasgrid13 sbin]# gums-manualMapping-add mysql myGroup
"/DC=org/DC=doegrids/OU=People/CN=Gabriele Carcassi" carcassi

1 . 5 C O M M A N D S 20
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gums-manualMapping-remove [persistanceFactory] [manualMappingName] [UserDN]

...
<accountMapping className='gov.bnl.gums.ManualAccountMapper2'

persistanceFactory='mysql' name='bnlMapping' />
...

[root@atlasgrid13 sbin]# gums-manualMapping-remove mysql myGroup
"/DC=org/DC=doegrids/OU=People/CN=Gabriele Carcassi"

gums-mapfileCache-refresh

gums-mapfileCache-refresh

gums-mapUser

[root@atlasgrid13 sbin]# /opt/gums/sbin/gums-updateGroups -h
usage: gums2-updateGroups
Updates the local databases containg the list of users in the groups.
Options:
-h,--help print this message

gums-updateGroups

usage: gums2-mapUser [-n hostname] userDN1 [userDN2] ...
Maps the grid identity to the local user.
Options:
-h,--help print this message
-n,--name hostname; localhost by default

Client side

gums-cron-generateGridMapfile

1 . 5 C O M M A N D S 21
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gums-mapfileCache-retrieve
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1.6 FAQ
......................................................................................................................................

Frequently Asked Questions

General

Using GUMS

Building GUMS

General

Using GUMS

Building GUMS
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1.7 Changes
......................................................................................................................................

Release History

Version Date Description

0.7 in CVS HEAD

0.6.1 2004-08-10

0.6 2004-07-01

0.5 2004-05-20

undetermined before March 2004

Release 0.7 - in CVS HEAD

Type Changes By

Support for VOMS Fully Qualified Attribute
names

carcassi

GT3 AuthZ service carcassi

Grid3 test gatekeeper with account pooling
enabled

carcassi

Support for grid3-user-vo-map.txt generation carcassi

Release 0.6.1 - 2004-08-10

Type Changes By

Nightly build and reporting with Maven carcassi

Removed all the old code from 0.6 carcassi

1 . 7 C H A N G E S 24
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Type Changes By

Better log system: logs for developer,
resource admin and site admin in place

carcassi

Ability to retrieve groups from within a VOMS
server (finally)

carcassi

No more duplication in the mapfiles carcassi

Improved database caching for grid-mapfile:
you specify on the server which gatekeeper
maps should be generated

carcassi

Improved error handling (i.e. a failed update
on one group doesn't block the others)

carcassi

Installation through RPMs (cron jobs installed
automatically)

carcassi

Unit tests to Grid3 VOs included carcassi

LDAP access improved: can access LCG dev
VO

carcassi

Release 0.6 - 2004-07-01

Type Changes By

XML configuration file for mapping policy carcassi

Log infrastructure carcassi

More flexible architecture carcassi

Decoupled grid-mapfile generation from
database caching for distribution on
gatekeeper

carcassi

Web interface to generate grid-mapfiles and
map users

carcassi

Better command line interfaces (feel like Unix
commands)

carcassi

Release 0.5 - 2004-05-20
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© 2 0 0 3 B N L S I T E A A A • A L L R I G H T S R E S E R V E D



Type Changes By

GUMS in production at BNL carcassi

NISMapperretrieves the GECOS field and
matches with certificate CN.

carcassi

Architecture to allow different type of
mappings for different hosts

carcassi

Release undetermined - before March 2004

Type Changes By

Script to fetch user from VOMS dtyu

Script to map user to local account tomw
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